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• Platform Support
• AI
• Metrics
• Display name
• Modern Authentication
• Vulnerabilities
• ISHDeploy
• ISHRemote
• Client Tools
• Community Ideas

Agenda
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Platform Support
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Platform Support – Support Cycles

20252024 20262020 2021 2022 2023

.NET Core 3.1 LTS – 36 months support

Today

• The last Windows .NET 
Framework version, only 
security fixes expected.

• Note that .NET 4.8 is defined as 
a component of the Windows 
operating system (OS) -
Windows 2022 is supported till 
Oct 2031.NET 6.0 LTS – 36 months support

.NET 8.0 LTS – 36 months support

.NET Framework 4.8 – Attached to Windows Operating System Life Cycle (only security fixes)

Oracle Java 11 LTS – 60 months  premier support

Oracle Java 17 LTS – 60 months  premier support

SDL Tridion Docs 14-14SP3 (14.0.0-14.0.3) – Till Dec 2024

Tridion Docs 14SP4 (14.0.4) LTS – Till Dec 2024

Year2019

Oracle Java 21 LTS – 60 months  premier support

Tridion Docs 15.0 LTS – Till Jun 2026

Oracle RDBMs, Windows, XMetaL, Oxygen, browsers, etc

• Cross-platform, performance, 
security, innovation, tooling 
support,…

Tridion Docs 15.1 STS – 24 months
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Platform Support Applied and some History

See http://www.rws.com/support/Released in ...InfoShare release

Former policy, the one about full (2 year), limited (2 year) and extended (best effort) support

Retired: Limited support ended December 2014July 2011SDL Trisoft 2011R2 (9.2)

Retired: Limited support ended July 2016December 2012SDL LiveContent 2013 (10.0)

Retired: Limited support ended December 2017July 2014SDL LiveContent 2014 (11.0)

Retired: Limited support ended July 2020December 2015SDL Knowledge Center 2016 (12.0)

Retired: Limited support ended July 2021November 2017SDL Tridion Docs 13 (13.0)

Fully supported until December 2024July 2019SDL Tridion Docs 14-14SP3 (14.0.0-14.0.3)

New Policy, the one about Short Term (2 year) or Long Term (3 year) Releases

Fully supported until December 2024November 2021Tridion Docs 14SP4 (14.0.4) LTS

Fully supported until July 2026July 2023Tridion Docs 15 (15.0.0) LTS

Fully supported until July 2026July 2024Tridion Docs 15.1 (15.1.0) STS

• Customer Support for 
2016/12.0.x will remain 
available until March 
2021, although Hot Fixes 
will no longer be released 
for this version after July 
2020

• 14SP3/14.0.3 was 
released 29 Nov 2020 plus 
2 years full and 2 years 
limited brings us to 
December 2024

• 14SP4/14.0.4 was 
released 23 Nov 2021 plus 
3-year long term release 
support brings us to 
December 2024

• …predication…
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Platform & Integrations – Deprecated & Obsolete

• Content 
Manager

• Web Services
• Condition 

Manager
• Publication 

Manager
• Authoring 

Bridge

• Content 
Importer

• Translation 
Organizer

• Semantic AI
• Organize Space
• Modern 

Authentication

• Draft Companion
• Genius

• Tridion Docs  Collective Spaces
– Draft Space
– Review Space

• Dynamic Experience Delivery (DXD)
– Content Delivery

• Tridion Docs Content Manager • Secure Token Service 
(ISHSTS)
• Web Service API 
(WCF/SOAP)

• AsmxSoapWithAuthContext
• WcfSoapWithWsTrust

• Tridion Sites 
Taxonomy 
Connector
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• Supported
• Windows 2022
• Windows 2019

• Not Supported
• Windows 2016
• Windows 2012R2/x64

Windows Server
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SQL Server

• Supported
• SQL Server 2022

• SQL Server 2019

• Not Supported
• SQL Server 2017

• SQL Server 2016 SP2
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• Supported
• Oracle 19c

• Not Supported
• Oracle 23c

• Oracle 12c
• Oracle 12.2

• Oracle 18c

Oracle
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Translation Systems

• TMS
• Supported

• 12.x

• Deprecated
• 11.x

• WorldServer
• Supported

• 11.x

• Trados Enterprise
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Java

• Supported
• Adoptium Eclipse Temurin 21
• Oracle Java 21
• Adoptium Eclipse Temurin 17
• Oracle Java 17

• Not Supported
• Java 8
• Java 9
• Java 10
• AdoptOpenJDK 11
• Oracle Java 11
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Browsers

• Supported
• Microsoft Edge (Chromium)

• Release update channel
• Chrome

• Release update channel
• Firefox

• Release update channel

• Not Supported
• Microsoft Edge Spartan
• Microsoft Internet Explorer

• 10
• 11
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• Solr version 9.4.1

SOLR



© 2024 RWS14

Configuration Quick Start Settings
What has changed15.1.0 

Config 
Version

15.0.0 
Config 
Version

14.0.4
Config
Version

14.0.1
Config
Version

14.0.0
Config
Version

Configuration Quick Start
Settings / File

New Draft Companion configuration1.0Admin.XMLAIAssistantConfiguration.xml

Remove support for Appdomain isolation level
New metrics plugins

3.02.01.11.11.1Admin.XMLBackgroundTaskConfiguration.xml

Nothing1.01.01.01.01.0Admin.XMLChangeTrackerConfig.xml

New settings: reviewresolution for reviewing images using the 
specified resolution

1.11.01.01.01.0Admin.XMLCollectiveSpacesConfiguration.xml

New IDelete plugins driving Metrics and more1.0Admin.XMLDeleteObjPluginConfig.xml

Allows metadata fields binding to Tridion Docs taxonomy2.02.01.01.01.0Admin.XMLExtensionConfiguration.xml

Nothing2.02.01.01.01.0Admin.XMLInboxConfiguration.xml

Removed, COM+ plugins are not supported anymore----1.01.01.0Admin.XMLPluginConfig.xml

Nothing1.01.01.01.01.0Admin.XMLPublishPluginConfiguration.xml

Nothing1.01.0Admin.XMLReportConfiguration.xml

Nothing3.03.03.03.03.0Admin.XMLStatusConfiguration.xml

Nothing2.12.12.12.12.1Admin.XMLTranslationConfiguration.xml

New built-in taxonomy configuration1.0Admin.XMLTaxonomyConfiguration.xml

Allows IWrite plugins driving Metrics and more2.02.02.02.02.0Admin.XMLWriteObjPluginConfig.xml
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.NET
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• Supported
• .NET 8.0 (Hosting bundle)
• .NET Framework 4.8

• Not Supported
• .NET Framework 4.7.2
• .NET Framework 4.6.2

.NET Framework
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• Tridion Docs 15.1 will be released with .NET 8 
• Target frameworks and packages are updated
• Installing Windows .NET 8 hosting bundle is required

.NET 8 Migration
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Converting Applications to .NET 8

• Configuration changed from XML to JSON (appsettings.json)
• ISHDeploy is adapted to work on the new configuration files
• Tridion Docs Services can be run from command line
• Windows Registry is still required

• {application}.dll.config

<?xml version="1.0" encoding="utf-8" ?>
<configuration>

<appSettings>
<add key="ApplicationName" value="InfoShareAuthor" />

</appSettings>
</configuration>
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.NET 8 - Background Task

• Only None and Process isolation levels are supported
• No support for Appdomain isolation level and background task configuration 

validation is aware of it

• Fixed known issue related to IPC
• Reusing BackgroundTask.exe for process isolation, No more 

BackgroundTaskIso.exe in Windows Task Manager
• Background task service configuration migrated to appsettings.json

Background task XML Settings
<handler eventType="PUBLISHDITADELIVERY">

<scheduler executeSynchronously="false" />
<authorization type="authenticationContext" />
<execution timeout="1.00:00:00" recoveryGracePeriod="00:30:00" isolationLevel="Process" />
<activator>
<net name="Publish">
<parameters>
<parameter name="exportlocation">%ISHPROJECTDATAPATH%\Publish\Data</parameter>

</parameters>
</net>

</activator>
<errorHandler maximumRetries="3” />

</handler

Background task -> appsettings.json
{

"BackgroundTask": {
"Variables": {
"ISHPROJECTAPPPATH": "D:\\InfoShare\\App",
"ISHPROJECTDATAPATH": "D:\\InfoShare\\Data",
"ISHPROJECTWEBPATH": "D:\\InfoShare\\Web",
"JAVA_HOME": "C:\\Program Files\\Eclipse Adoptium\\jdk-17.0.8.7-hotspot"

}
}

}
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.NET 8 - Crawler and Solr Lucene Service

• No changes to Crawler configuration
• Trisoft Solr Lucene service improved heartbeat
• Trisoft Solr Lucene service configuration migrated to 

appsettings.json

TrisoftSolrLucene -> appsettings.json
{

"SolrService": {
"HeartBeatInterval": "00:01:00",
"HomeDirectory": "D:\\InfoShare\\Data\\TrisoftSolrLucene\\SolrLuceneCatalog",
"WorkingDirectory": "D:\\InfoShare\\App\\Utilities\\SolrLucene\\server",
"AllocatedMemorySize": "1g",
"ServicePort": "8080",
"StopKey": "secretpasswordtostopsolr"

}
}
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.NET 8 - Translation Builder

• Translation Builder service configuration migrated to 
appsettings.json

Translation Builder -> appsettings.json
{

"TranslationBuilderSettings": {
"MaxObjectsInOnePushTranslation": 1000,
"MaxTranslationJobItemsCreatedInOneCall": 10000,
"MaxTranslationJobItemsUpdatedInOneCall": 100,
"CompletedJobLifeSpan": "90.00:00:00.000",
"JobProcessingTimeout": "01:00:00.000",
"UserName": ".\InfoShareService",
"Password": "Tr1dion",
"JobPollingInterval": "00:05:00.000",
"PendingJobPollingInterval": "00:15:00.000",
"UpdateLeasedByPerNumberOfItems": 100

}
}
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.NET 8 - Translation Organizer

• Translation Organizer Configuration
Translation Organizer -> appsettings.json
{

"TranslationOrganizer": {
"DumpFolder": "D:\\InfoShare\\Data\\TranslationOrganizer\\Temp",
"MaxTranslationJobItemsUpdatedInOneCall": 100,
"JobPollingInterval": "00:05:00.000",
"PendingJobPollingInterval": "00:15:00.000",
"SystemTaskInterval": "00:10:00.000",
"AttemptsBeforeFailOnRetrieval": 3,
"UpdateLeasedByPerNumberOfItems": 100,
"RetriesOnTimeout": 3,
"SynchronizeTemplates": true,
"RequestTimeout": "00:02:00.000"

},
"AccessManagement": {

"ClientId": "ServiceUser",
"ClientSecret": "tridion",
"AccessManagementUrl": "https://demo.tridion-docs.com/ISHAM",
"InfoShareWsUri": "https://demo.tridion-docs.com/ISHWS/OWcf/",
"InfoShareWsServiceCertificateValidationMode": "ChainTrust"

},
"CertificateValidationOverride": {

"CertificateValidators": [
{

"HostNameRegex": "tridion-docs",
"SslPolicyError": "RemoteCertificateNameMismatch"

}
]

}
}
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.NET 8 - Translation Organizer

• Translation Organizer World Server Configuration
Translation Organizer -> appsettings.json
{

"WorldServer": {
"Instances": [

{
"Alias": "Worldserver",
"Uri": "http://worldserver.example.com:8080/ws-api",
"UserName": "example",
"Password": "example",
"ExternalJobMaxTotalUncompressedSizeBytes": 5242880,
"RetriesOnTimeout": 3,
"ApiProtocol": "rest",
"Mappings": [

{
"TrisoftLanguage": "en-us",
"WorldServerLocaleId": "1145"

},
{
"TrisoftLanguage": "nl-nl",
"WorldServerLocaleId": "1147"

}
]

}
]

}
}
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.NET 8 - Translation Organizer – TMS Configuration

Translation Organizer -> appsettings.json
{

"Tms": {
"Instances": [
{

"Alias": "Tms",
"Uri": "http://tms.example.com/",
"UserName": "example",
"Password": "example",
"AuthenticationMode": "UserCredentials",
"ExternalJobMaxTotalUncompressedSizeBytes": "5242880",
"RetriesOnTimeout": "3",
"ApiKey": "keykey",
"Secret": "secret",
"Mappings": [
{

"TmsLanguage": "EN-US",
"TrisoftLanguage": "en-us"

},
{

"TmsLanguage": "NL",
"TrisoftLanguage": "nl-nl"

}
],
"Templates": [
{

"TemplateId": "REPLACE_WITH_ACTUAL_CONFIGURATIONID",
"TemplateName": "REPLACE_WITH_MEANINGFUL_TEMPLATE_NAME"

}
],
"GroupingMetadata": [
{

"Name": "groupingName",
"Level": "groupingLevel",
"ValueType": "groupingValue"

}
]
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XML System 
Configuration 
Changes
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XML Settings automatically migrated

• XML Settings are validated using a schema
• New Tridion Docs versions could change the schema for one or 

multiple XML Settings which could lead to invalid XML Settings
• Tridion Docs updates when reading invalid XML Settings

• Tridion Docs knows what changed in the schema and updates invalid 
XML Settings with good defaults.

• Updating XML Settings with API / Organize Space is validated 
against the schema (behavior remains the same)

• Only supported when upgrading from version 15.0 onwards
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Background Task Service XML Configuration Transformation

• Automatically transform configuration from v2.0 and higher to v3.0.
• Transformation happens when BackgroundTask service is started or when configuration is 

opened through OrganizeSpace.
• Isolation level  AppDomain is replaced by Process
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• Tridion Docs Services keeps 
running when handling 
invalid configuration

• Handling invalid 
configuration is logged

• Waits 60 seconds and 
tries again 

Keep the services running
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TranslationBuilder Service Resiliency Improvements

Tridion Docs services shouldn't fail to start when having invalid 
XML settings according to the schema.
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BackgroundTask Service Resiliency Improvements

Tridion Docs services shouldn't fail to start when having invalid 
XML settings according to the schema.
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TranslationOrganizer Service Resiliency Improvements 
Tridion Docs services shouldn't fail to start when having invalid XML settings 
according to the schema.

Retry reading configuration when it’s invalid.
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Platform 
Components
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Tridion Docs – Application Pools and Web Applications

Metrics
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Web Apps – Deliver using .NET, ASP.NET (MVC) and React

Host: ISHSTS 
IIS AppPool
Tech: Windows .NET 4.8 / x86

/ISHSTS/ISHSTS

Form-SecurityForm-Security

Host: ISHAM
IIS AppPool
Tech: .NET (Core) 8.0 / x64

/ISHAM/ISHAM

Host: ISHCSDraftSpace 
IIS AppPool
Tech: .NET (Core) 8.0 / x64

/ISHCS
/DraftSpace
/ISHCS
/DraftSpace

OpenID ConnectOpenID Connect OpenID ConnectOpenID Connect

Production Deprecated
• CMS as Idp
• Backward 

compatible built-in 
IdentityServerV2-
based STS and 
Trisoft Auth over 
WS-Fed/WS-Trust.

• Alternative for 
ADFS, PingFederate 
and more

• With introduction 
of ISHAM, this 
together 
with WcfSoapWithW
sTrust became part 
of a legacy pack

• Not allowing light-
weight WinAuth

Production
• Managing access 

to application
• Federating 

authentication to 
Identity Provider

Production
• Draft Space
• Backend For 

Frontend enabled
• Client id: 

Tridion_Docs_Dra
ft_Space

Host:ISHCSOrganizeSpace 
IIS AppPool
Tech: .NET (Core) 8.0 / x64

/ISHCS
/OrganizeSpace
/ISHCS

/OrganizeSpace

OpenID ConnectOpenID Connect

Host: ISHID 
IIS AppPool
Tech: .NET (Core) 8.0 / x64

/ISHID/ISHID

OpenID ConnectOpenID Connect

Host: ISHCSReviewSpace 
IIS AppPool
Tech: .NET (Core) 8.0 / x64

/ISHCS
/ReviewSpace
/ISHCS
/ReviewSpace

OpenID ConnectOpenID Connect

Production
• CMS as Identity 

Provider
• Alternative for 

external Identity 
Providers

• Should only be 
used for 
migrating 
internal accounts 
to external 
Identity Provider

Production
• Organize Space
• Backend For 

Frontend enabled
• Client id: 

Tridion_Docs_Org
anize_Space

Production
• Review Space
• Backend For 

Frontend enabled
• Client id: 

Tridion_Docs_Revi
ew_Space

Host: ISHEXT 
IIS AppPool
Tech: .NET (Core) 8.0 / x64

/ISHEXT/ISHEXT

OpenID ConnectOpenID Connect

Production
• Organize Space 

Client and 
Server-Side 
Extensions
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Web Apps – Deliver using .NET, ASP.NET (MVC) and React

Host: ISHWSApi 
IIS AppPool
Tech: .NET (Core) 8.0 / x64

/ISHWS
/Api/ (OpenAPI)
/ISHWS

/Api/ (OpenAPI)

OpenID ConnectOpenID Connect

Host: ISHCM 
IIS AppPool
Tech: Windows .NET 4.8 / x86

/ISHCM
/api (XAPI)

/ISHCM
/api (XAPI)

OpenID ConnectOpenID Connect

Production
• Allows maturing 

API with 
OIDC/OAuth2 
security paradigm

• Web Services 
never does HTTP 
302 Redirect for 
authentication

• Note: one log file 
across ISHCS, 
Client Tools, 
ISHRemote,… 

Host: ISHWS 
IIS AppPool
Tech: Windows .NET 4.8 / x86

/ISHWS
/ASMX (Soap)

/WCF/SVC (Soap)

/ISHWS
/ASMX (Soap)

/WCF/SVC (Soap)

WS-Trust-SecurityWS-Trust-Security

Production 
deprecated
• When introducing 

ISHAM, this 
together with 
ISHSTS over WS-
Fed/WS-Trust 
potentially 
becomes part of a 
legacy pack

Production
• ASP.NET (MVC) 

‘Web Client’ 
• Serves 

DraftSpace and 
ReviewSpace
XAPI endpoints

• Collective Spaces 
custom schemas

• Behavior config
• Serves 

ClientConfig & 
DocTypes! For 
synchronization

• API endpoints 
never does HTTP 
302 Redirect for 
authentication

Host: ISHWSOWCF
IIS AppPool
Tech: Windows .NET 4.8 / x86

/ISHWS
/OWCF/SVC (Soap)

/ISHWS
/OWCF/SVC (Soap)

OpenID ConnectOpenID Connect

Production 
deprecated
• WCF with modern 

authentication
• Used by the Client 

Tools in 
combination with 
Modern 
Authentication

• Access Token is 
sent as a claim in 
the SAML token

Host: ISHMT 
IIS AppPool
Tech: .NET (Core) 8.0 / x64

/ISHMT/ISHMT

OpenID ConnectOpenID Connect

Production
• Metrics
• Client id: 

Tridion_Docs_Me
trics_Api
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Tridion Docs – CMS - Architecture

• High-availability through stateless design allowing 
autoscaling on the web apps and on the heavy lifting batch 
services. Relying on relational DB technology.

• Transaction and lease concepts provide auto-recovery all the 
way

CM BackendCM Backend

CM FrontendCM Frontend

CM FrontendCM Frontend
N
L
B

N
L
B

Customers
Browser & 
Rich Client 

Tools

Customers
Browser & 
Rich Client 

Tools CM BackendCM Backend

CM 
Database

CM 
Database

AM 
Database

AM 
Database

ID 
Database

ID 
Database

BFF 
Database

BFF 
Database

MT 
Database

MT 
Database
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FrontEndFrontEnd

Platform Support – .NET 4.8 and .NET 8

BackEndBackEnd

N
L
B

N
L
B

CM Database
(Primary Database; 

RDBMs)

CM Database
(Primary Database; 

RDBMs)

TranslationBuilderTranslationBuilder

TranslationOrganizerTranslationOrganizer

FullTextIndex (Solr)FullTextIndex (Solr)

BackgroundTaskBackgroundTask

ReviewReview

CrawlerCrawler

Document HistoryDocument History

Browser
• Editor
• Document 

History
• Review

Browser
• Editor
• Document 

History
• Review

SD
K-

Im
pl

. /
 S

ta
te

St
or

e
SD

K-
Im

pl
. /

 S
ta

te
St

or
e

Docs CM

Clients
• Publication 

Manager, 
• Authoring Bridge, 

…

Clients
• Publication 

Manager, 
• Authoring Bridge, 

…

Browser
• Repository 

Explorer
• Settings
• EventMonitor
• …

Browser
• Repository 

Explorer
• Settings
• EventMonitor
• …

InstallTool / DatabaseUpgradeToolInstallTool / DatabaseUpgradeTool

BFF Database
(BackendForFrontend

Sessions; RDBMs)

BFF Database
(BackendForFrontend

Sessions; RDBMs)

ID  Database
(IdP Sessions; RDBMs)
ID  Database
(IdP Sessions; RDBMs)

AM Database
(Federation Gateway; 

RDBMs)

AM Database
(Federation Gateway; 

RDBMs)

/ISHID
(CMS as IdP)
/ISHID

(CMS as IdP)Se
cu

rit
y

Se
cu

rit
y

/ISHSTS
(CMS as IdP)
/ISHSTS
(CMS as IdP)

/ISHCM
• /Api/ (XAPI)

/ISHCM
• /Api/ (XAPI)

/ISHWS
• /ASMX (Soap)
• /WCF/SVC (Soap)
• /OWCF/SVC (Soap)

/ISHWS
• /ASMX (Soap)
• /WCF/SVC (Soap)
• /OWCF/SVC (Soap)

/ISHCS
• /DraftSpace/
• /ReviewSpace/ 
• /OrganizeSpace/

/ISHCS
• /DraftSpace/
• /ReviewSpace/ 
• /OrganizeSpace/

Se
cu

rit
y

Se
cu

rit
y

Se
cu

rit
y

Se
cu

rit
y

Se
cu

rit
y

Se
cu

rit
y

/ISHAM
(Federation Gateway)

/ISHAM
(Federation Gateway)Se

cu
rit

y
Se

cu
rit

y

/ISHEXT
(FE/BE Extensions)

/ISHEXT
(FE/BE Extensions)Se

cu
rit

y
Se

cu
rit

y

PowerShell-based Database UpgradePowerShell-based Database Upgrade

Content QualityContent Quality

Clients
• ISHRemote

• /API (OpenAPI)• /API (OpenAPI)

Se
cu

rit
y

Se
cu

rit
y

.NET 8

Windows .NET 4.8

/ISHMT
• /Api/

/ISHMT
• /Api/Se

cu
rit

y
Se

cu
rit

y

MT Database
(Metrics; RDBMs)

MT Database
(Metrics; RDBMs)
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Installation / 
Upgrade
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Tridion Docs 15.1 – Before Installation or Upgrade

• New installation
• Restore CM database

• Create databases with PowerShell scripts

• Access Management (InfoShareAM, ISHAM)

• Backend For Frontend Web Applications (InfoShareBFF, ISHBFF)

• Tridion Docs Identity Provider (InfoShareID, ISHID)

• Metrics (InfoShareMetrics, ISHMT)

• Upgrade from Tridion Docs 15.0
• Upgrade CM database with DBUT

• Upgrade Access Management with PowerShell scripts

• Create Metrics database with PowerShell scripts

• Make sure .NET 8.0 (Hosting bundle) is installed

• Database upgrades are supported from 2016 SP4 / 12.0.4
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Tridion Docs 15.1 – Databases

ISHMTISHBFFISHIDISHAMISHCMDatabase
Holds all the data required 
for metrics reports

Holds user sessions details 
for BFF applications like 
Collective Spaces & 
Organize Space”

Holds InfoShare Identity 
Provider related 
information like signing 
keys, Server-side Session 
Management & Persisted 
Grants.

Holds all data required for 
Access Management like 
Applications, Identity 
Providers, Api Resources 
and user claims

Holds all content & user data 
for Tridion docs Content 
Manager

Purpose

Data aggregationMaintenance/ data cleanup 
is done by the application 
code

Maintenance/ data 
cleanup is done by the 
application code

Maintenance/ data cleanup 
is done by the application 
code

StandardInfoShareJobMaintenance 
jobs

NoNoNoNoYesUsing DBUT
YesYesYesYesNoRun Database 

Scripts 
separately

YesYesYesYesYesIdempotent 
upgrade scripts
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Tridion Docs 15.1 – SQL  server database users.
ISHMTISHIDISHBFFISHAMISHCMDatabase
Holds all the data required 
for metrics reports

Holds InfoShare Identity 
Provider related 
information like signing 
keys, Server-side Session 
Management & Persisted 
Grants.

Holds user sessions 
details for BFF 
applications like Collective 
Spaces & Organize Space”

Holds all data required for 
Access Management like 
Applications, Identity 
Providers, Api Resources 
and user claims

Holds all content & user data 
for Tridion docs Content 
Manager

Purpose

InfoShareDeployInfoShareDeployInfoShareDeployInfoShareDeployInfoShareCM
(used to be ISOURCE)

Deployment 
Database user

dbcreator server role
db_owner database role

dbcreator server role
db_owner database role

dbcreator server role
db_owner database role

dbcreator server role
db_owner database role

dbcreator server role,
db_owner database role
’SQLAgentUserRole’
'SQLAgentReaderRole’
'SQLAgentOperatorRole'

Deployment 
time Database 
Roles

InfoShareMetricsInfoShareIDInfoShareBFFInfoShareAMInfoShareCM
(used to be ISOURCE)

Run time 
Database 
Username

[db_datareader]
[db_datawriter]

[db_datareader]
[db_datawriter]

[db_datareader]
[db_datawriter]

[db_datareader]
[db_datawriter]

[db_datareader]
[db_datawriter]

Run time 
Database Roles

Run time user with minimum 
read/write privileges on the 
ISHMetrics database

Run time user with minimum 
read/write privileges on the 
ISHID database

Run time user with 
minimum read/write 
privileges on the ISHBFF 
database

Run time user with minimum 
read/write privileges on the 
ISHAM database

Used to be ‘isource’
DBUT runs using same 
connection string for CM , so 
temporary requires more 
database roles during upgrade
•Documentation shows how to 
reduce to minimal privileges

Remarks
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Tridion Docs 15.1 - Oracle database users.
ISHMTISHIDISHBFFISHAMISHCMDatabase

Holds all the data 
required for metrics 
report

Holds InfoShare Identity 
Provider related 
information like signing 
keys, Server-side Session 
Management & Persisted 
Grants.

Holds user sessions 
details for BFF 
applications like 
Collective Spaces & 
Organize Space”

Holds all data required for 
Access Management like 
Applications, Identity 
Providers, Api Resources 
and user claims 

Holds all content & user 
data for Tridion docs  
Content Manager

Purpose 

InfoShareDeployInfoShareDeployInfoShareDeployInfoShareDeployISOURCEDeployment 
Database user

D:\InfoShare\App\Databa
se\InfoShareMetrics\Scrip
ts\Oracle\Create\TridionS
YSUser.sql

D:\InfoShare\App\Databa
se\InfoShareID\Scripts\O
racle\Create\TridionSYSU
ser.sql

D:\InfoShare\App\Datab
ase\InfoShareBFF\Script
s\Oracle\Create\Tridion
SYSUser.sql

D:\InfoShare\App\Databas
e\InfoShareAM\Scripts\Or
acle\Create\TridionSYSUse
r.sql

D:\InfoShare\App\Database
\InfoShareCM\Common\Or
acle\Create\isrcuser.i

Deployment 
time Database 
Roles

InfoShareMetricsInfoShareIDInfoShareBFFInfoShareAMISOURCERun time 
Database 
Username

CONNECT RoleCONNECT RoleCONNECT RoleCONNECT RoleC:\InfoShare\App\Database
\InfoShareCM\Common\Or
acle\Create\isrcuser.i

Run time 
Database Roles

Run time user with 
minimum privileges on 
the ISHMetrics database 

Run time user with 
minimum privileges on 
the ISHID database 

Run time user with 
minimum privileges on 
the ISHBFF database

Run time user with 
minimum privileges on the 
ISHAM database 

DBUT runs using ‘isource’ 
as well

Remarks
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Required InstallTool parameters compared to 14SP4
Remark15.1.015.0.014.0.4Required Input parameter
The username for the designated operating system account.XXXosuser

The password for the designated operating system account.XXXospassword

The connection string for the instance of the content manager database.XXXconnectstring

The root directory for the Content Manager installation.XXXapppath

The path to the JAVA HOME directory.XXXps_java_home

Specify the username for the Content Manager services, except for Translation 
Organizer in 15.0.0

XXXserviceusername

Specify the password matching serviceusername's value, except for Translation 
Organizer in 15.0.0

XXXservicepassword

The connection string for the instance of the Access Management database.XXishamconnectstring

The connection string for the instance of the backend for frontend manager 
database.

XXishbffconnectstring

The connection string for the instance of the Identity Provider database.XXishidconnectstring

The service account client id for requesting access token from Access 
Management for Translation Organizer services

XXserviceaccountclientid

The service account client secret for requesting access token from Access 
Management for Translation Organizer service.

XXserviceaccountclientsecret

The port used to stop the SolrLucene service.Xsolrlucene_stop_port

The connection string for for the instance of the Metrics databaseXishmetricsconnectstring

The metrics service client id for requesting access token from Access 
Management.

Xmetricsserviceclientid

The metrics service client secret for requesting access token from Access 
Management.

Xmetricsserviceclientsecret
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Fields
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New Fields

• Settings area
o FISHPROJECTSTATECONFG - Project status configuration

o FISHAIASSISTANTCONFG - AI Assistant configuration

o FISHENABLEDRAFTCOMPANION - Indicate if Draft Companion is enabled 
or not

o FISHDELETEOBJPLUGINCFG - Active delete plugin configuration

o FISHGRIDRESOLUTION - Resolution used to show images in a folder grid 
view

o FISHINTERNALTAXONOMYMBCONFG – taxonomy concept schemes
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New Fields – Tridion Docs Genius

• Tridion Docs Genius recommendations
• FISHMBPRODUCT - publication

• FISHMBPRODUCTRELEASE - publication

• FISHMBGOAL – map, topic

• FISHMBAUDIENCE – map, topic

• User Display Name changes
• FISHCHECKEDOUTBY - Reference to the USER who checked out this 

object to enable User Display Name feature
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New Fields – Publication Hub

• FDESCRIPTION - Used on various logical card types to store the description why this object exists.

• FISHPUBLICATIONS - Used on projects to indicate the publication versions which are part of this project.

• FISHPROJECTCREATOR - Used on projects to indicate the user that created the project.

• FISHASSIGNEES - Used on projects to indicate which users are assigned to sign off this project.

• FISHPROJECTSTATUS - Used on projects to indicate the status of the project.

• FISHAPPROVEDASSIGNEESCOUNT - Used on projects to indicate how many assignees already approved this project

• FISHTOTALASSIGNEESCOUNT - Used on projects to indicate how many assignees there are for this project

• FISHASSIGNEE - Used on project assignees to indicate the user that is linked with this assignment.

• FISHSIGNOFFDATE - Used on project assignees to store when the user approved

• FISHSIGNOFFSTATUS - Used on project assignees to indicate the status for this assignee

• FISHSIGNOFFMESSAGE - Used on project assignees to supply some a message from the assignee

• FISHMODIFIEDBY – Modified by user

• FISHREVIEWDUEDATE - Used on projects to indicate when the review of the project should be finished

• FISHDUEDATE - Used on projects to indicate when the project should be finished
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Deprecated and Removed Fields

• Deprecated Fields (also removed from Plugin configurations)
• FMBPRODUCTFAMILYNAME
• FMBPRODUCTRELEASENAME
• FMBCONTENTREFTYPE

• Removed
• FISHENABLEDOUTOFDATE
• FISHENRICHURL
• FISHLCURI
• CHECKED-OUT-BY, replaced by FISHCHECKEDOUTBY 
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UI Languages
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UI Languages

LanguagesAliasName
en-us, de-de, ja-jp, zh-hans, es-es, fr-fr, it-it
New: fr-ca

Publication Manager
Condition Manager
Authoring Bridges
Content Importer

Client Tools

en-us, de-de, ja-jp, zh-hans, es-es, fr-fr, it-it
New: fr-ca

ISHCMContent Manager

en-us, de-de, ja-jp, zh-hans, es-es, fr-fr, it-it
New: fr-ca

Draft Space, Review Space, Organize SpaceCollective and Organize Spaces

en-us, de-de, es-es, fr-fr, ja-jp, nl-nl, zh-hansISHAMAccess Management

en-us, de-de, ja-jp, zh-hans, es-es, fr-fr, it-it
New: fr-ca

ISHIDTridion Doc Identity Provider
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Database Cleanup 
and Improvements
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Motivation for Database Cleanup

• Two data layers (COM+ and .NET)
• Limiting the improvements for the Database
• COM+ dropped since 15.0.0

• Revisit the indexes
• .NET code makes different queries than COM+
• No performance degradation in result 



© 2024 RWS53

MS SQL Server 
Database
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SQL Server – Database Improvements

• Replaced ISHCore_ListToStringTableNVC255 & ISHCore_ListToNumberTableD10 with STRING_SPLIT

SQL server native function

• In accordance with the removal of COM+, investigations have been 
done on the Content Manager database and changes applied to 
update indexes to include or exclude selecting and filtering columns

• The ISH_CreateIndexes is adapted for the database improvement
• There for DBUT_CreateIndex stored procedure is extended with new 

parameter: IncludeColumn for the purpose

• The ISH_Crawler is updated to add new index (ISH_TOINDEX_1_I2)
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Oracle Database
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Oracle – Cleanup and improve indexes

columnsunique?actionindex nametable
dropDATE_VALUES_U2DATE_VALUES
dropNUMBER_VALUES_U2NUMBER_VALUES

MODIFICATIONDATE, STATUSnoaddISH_EVENTPROGRESS_I3ISH_EVENTPROGRESS
ISHTYPE, VERSIONNUMBERnoaddISH_VERSIONOBJECT_I5ISH_VERSIONOBJECT

dropISH_VERSIONOBJECT_I3ISH_VERSIONOBJECT
LNG_CARD_ID, LNGnoaddISH_TOINDEX_1_I2ISH_TOINDEX_1
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Oracle – Reduced privileges

• Following the least privileges principle
• ISOURCE user rights are limited to CM schema only and not ANY schema.

Removed rights :

GRANT ALTER ANY TABLE TO ISOURCE
GRANT DROP ANY TABLE TO ISOURCE
GRANT SELECT ANY TABLE TO ISOURCE
GRANT INSERT ANY TABLE TO ISOURCE
GRANT UPDATE ANY TABLE TO ISOURCE
GRANT DELETE ANY TABLE TO ISOURCE
GRANT ALTER ANY TYPE TO ISOURCE

GRANT CREATE ANY INDEX TO ISOURCE
GRANT ALTER ANY INDEX TO ISOURCE
GRANT DROP ANY INDEX TO ISOURCE
GRANT DROP ANY SEQUENCE TO ISOURCE
GRANT SELECT ANY SEQUENCE TO ISOURCE
GRANT FORCE TRANSACTION TO ISOURCE
GRANT EXECUTE ANY TYPE TO ISOURCE
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Convert Date 
Time to UTC
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Why..?

• Standardization and Consistency
• Always show the correct local time to end user regardless of the server 

location.

• Simplify server migration between different time zone.
• UTC timestamps simplifies identifying and correlating events and 

logs across different systems and time zones.
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Components adjusted to use and log in UTC

• Access management

• Install Tool

• Database Upgrade Tool

• Translation Organizer

• Translation Builder

• OpenAPI
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Components that are still using local time

• SOAP API for backward compatibility 

• Out of the box plugins and background tasks
• Using SOAP API underneath 
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Database Upgrade Tool

• DBUT has work to do during an upgrade due to DateTime conversion
• ConvertDateValues
• ConvertReviosionHistoryAndDateValues
• ConvertBaselineDateTimes
• ConvertEventDetailDateTimes
• ConvertEventProgressDateTimes

• New column 'DATETIMEKIND' was added to the following tables
• DATE_VALUES
• ISH_EVENTPROGRESS
• ISH_EVENTPROGRESSDETAILS
• ISH_BASELINE

• Possible values 'LOCAL' & 'UTC' default is 'LOCAL' to highlight conversion input. UTC is 
the expected value after conversion.
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Trisoft.Setup.DBUpgradeTool.Migration150100.dll Configuration

• ConvertRevisionHistoryAndDateValues.ProcessingBatchSize

• Default value is 300

• Max value is 1000

• For other UTC date conversion jobs, we use 1000 as batch size.
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Privileges
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New Privileges

• VPRIVILEGEPROJECTMANAGEMENT
• Project management privilege determines whether a user is allowed to 

manage Publication Hub projects

• VPRIVILEGEMETRICSMANAGEMENT
• Metrics management privilege determines whether a user is allowed to 

view and manage metrics

• VPRIVILEGETAXONOMYMANAGEMENT
• Taxonomy management privilege determines whether a user is allowed 

to view and manage taxonomies
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Privileges are set on User Roles
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List of privileges
DescriptionNamePrivilege ID
Access to all components and can overrule most business 
limitations

System Administrator PrivilegeVPRIVILEGESYSTEMADMINISTRATOR

Manage translation jobsTranslation Management PrivilegeVPRIVILEGETRANSLATIONMANAGEMENT

Adapt the workflow configuration fileWorkflow Settings PrivilegeVPRIVILEGEWORKFLOWSETTINGS

Adapt the plugin configuration filePlugin Settings PrivilegeVPRIVILEGEPLUGINSETTINGS

Manage users, user groups and user roles.User Management PrivilegeVPRIVILEGEUSERMANAGEMENT

Manage list of values.List Of Values Management PrivilegeVPRIVILEGELISTOFVALUESMANAGEMENT

Manage output formats.Output Formats Management PrivilegeVPRIVILEGEOUTPUTFORMATSMANAGEMENT

Adapt the inbox configuration fileInbox Settings PrivilegeVPRIVILEGEINBOXSETTINGS

Adapt the translation configuration fileTranslation Settings PrivilegeVPRIVILEGETRANSLATIONSETTINGS

Access to Event log tab
Note – Currently no extra business rules only UI impact

Event Monitor PrivilegeVPRIVILEGEEVENTMONITOR

Move Objects privilege determines whether a user is allowed to 
move object to folders with different security settings.

Move Object PrivilegeVPRIVILEGEMOVEOBJECT

Undo Checkout Content privilege determines whether a user is 
allowed to undo checkout the document object content.

Undo Checkout Content PrivilegeVPRIVILEGEUNDOCHECKOUTCONTENT

Publication Output Status transition from "Released" to "Draft”Unreleasing Publication OutputVPRIVILEGEUNRELEASEPUBLICATIONOUTPUT

Determines whether a user is allowed to manage projectsProject Management PrivilegeVPRIVILEGEPROJECTMANAGEMENT (NEW)

Determines whether a user is allowed to manage metricsMetrics Management PrivilegeVPRIVILEGEMETRICSMANAGEMENT (NEW)

Determines whether a user is allowed to manage taxonomiesTaxonomy Management PrivilegeVPRIVILEGETAXONOMYMANAGEMENT (NEW)
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New Delete 
Publication Version 
business rule
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New Delete Publication Version business rule

When the last version of a publication is deleted, 
the publication itself is also deleted
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Tridion Docs 
Artificial Intelligence
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Tridion AI Deployment

On PremiseSaaS (sdlproducts.com)

Customer BCustomer A

Tridion Docs 
Content Manager
15.1

Tridion Docs 
Content Manager
15.1

Tridion Docs 
Content Delivery
12.1

Tridion Docs 
Genius
1.0

Tridion Docs 
Content Delivery
12.1

Tridion Docs 
Genius
1.0

Shared SaaS Foundation

Tridion AI
AWS Bedrock

•Tridion Docs Genius is only available through SaaS
•Not possible yet

•Tridion Docs Draft Companion is available for On Premise Tridion 15.1 customers
•For now, as an EXPERIMENTAL feature, later as a SaaS service code named ‘Tridion AI’
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Tridion AI
Draft Companion
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AI Assistant – Draft Companion Configuration

Tridion Docs – On-premise Tridion Docs – Tridion Cloud

Ask customer support for the access/secret keys or role depending on your installation

ISHRemote:

Set-IshSetting -FieldName FISHENABLEDRAFTCOMPANION -Value Yes
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Draft Companion – Content Wrapper and System String

• Content Wrapper 
(contentWrapperRefId) is used to 
wrap the request content (if 
needed).
Wildcard: {{content}}

• System Prompt 
(systemPromptRefId) for Claude 
Instant (contrary to some other 
LLMs) is not a separate parameter 
or actor but a part of a prompt itself.
Wildcard: {{question}}

• Complete request:
<full_content>: <content_wrapper> with a {{content}} 
substituted
or <wrapper>\n<content>
<question>: <full_content>\n\n<prompt>
<prompt>: system string with {{question}} substituted
or <question>\n<system_string>
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AI Assistant – Draft Companion Localization

Localizable elements are having 
'resourceRef' attribute that holds resource 
keys and hardcoded fallback values 

It works same as the metadataconfig.xml
file localization method: 

• resourceRef attributes are looked in DialogString.xml
files. If not provided, a fallback is supported 

• DialogString files, are xml files on the file system 
InfoShare\Web\Author\ASP\Resources\. So, if an admin 
wants to add new values, or adapt the existing ones, 
they need to connect to file system of the installation 
and make the changes in corresponding DialogString
file for given language
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Tridion AI – AI Assistant Model

Model parameters for 
defining its behavior
Model produce different 
results based on these 
parameters

RangeDescriptionXml name attribute

0 - 1Use a lower value to decrease randomness in the responsetemperature

0 - 1Use a lower value to ignore fewer probable optionstop_p

0 - 250Specify the number of token choices the model uses to generate 
the next token

top_k

0 - 4096The maximum number of tokens to generate response before 
stopping.

maxTokensToSample

<model id="improveReadabilityModel" contentWrapperRefId="textContentWrapper" systemPromptRefId="readabilitySystemPrompt">
  <properties>
    <property name="temperature">0.5</property>
    <property name="topP">1</property>
    <property name="topK">250</property>
    <property name="maxTokensToSample">2000</property>
  </properties>
</model>
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Tridion AI – Draft Companion Flow
BrowserBrowser

Fonto
• Editor
• Document 

History
• Review

Fonto
• Editor
• Document 

History
• Review

SD
K-
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. /
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e
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or
e

App: Tridion AI
Host: ...
Identity: ...

https://ish.example.com/ISHCS/oapi/AiAssistant/actions/{id}/Execute

App: ISHCS
Host: IIS AppPool (dllhost.exe)
Identity: DOMAIN\InfoShareSvc

/ISHCS
• /DraftSpace/
• /ReviewSpace/ 
• /Api/ (OpenApi)

/ISHCS
• /DraftSpace/
• /ReviewSpace/ 
• /Api/ (OpenApi)

Se
cu

rit
y

Se
cu

rit
y

https://ish.example.com/ISHCS/oapi/AiAssistant/Score

https://ish.example.com/ISHCS/Api/Settings/CollectiveSpaces

Collective Spaces Settings

Answer

App:
ISHCM/XAPI
Host: IIS 
AppPool
Identity: ...

App:
ISHWS/OAPI
Host: IIS 
AppPool
Identity: ...

Question

Answer

Calculating the flesch reading ease score based on the given 
text.

1. Verifying if Draft companion is enabled 
FISHENABLEDRAFTCOMPANION

2. Calculate FKC-score

Tridion AI 
Connector

• Credentials
• Prompt

Tridion AI 
Connector

• Credentials
• Prompt

Score

DRAFT SPACE
1. Upon initialization, return if “Draft Companion” is enabled, 

based on FISHENABLEDRAFTCOMPANION field
2. Returns the actions, including the localized label and 

description, configured in AI Assistant XML Settings. The 
actions are used to show the buttons in Draft Space

3. Returned over XAPI ( /Api/Settings/CollectiveSpaces )

Tridion AI Connector
1. FISHENABLEDRAFTCOMPANION should be true
2. Settings are taken from FISHAIASSISTANTCONFIG
3. Prepare request based on incoming action Id (for example 

“Rephrase” or “Check Grammar”, or …) merging incoming 
xml/text with configured prompt for this action Id

4. Submit the request (containing login information and 
configured prompt) to Tridion AI

5. Return answer from Tridion AI

Readability
Score

Readability
Score
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AI Assistant – Log File

{
  "time": "2024-04-05T07:16:49.0634658Z",
  "level": "INFO",
  "message": "Number of tokens for the prompt is 272",
  "properties": {
    "tokensCount": 272
  },
  "scope": {
    "RequestId": "80000edd-0003-c900-b63f-84710c7967bb",
    "RequestPath": "/ISHWSORA19/Api/v0/AiAssistant/Actions/checkGrammarAction/Execute",
    "scope": "",
    "ActionId": "121bc23a-7f65-4b90-8e62-78710b24465c",
    "ActionName": "Trisoft.InfoShare.WebApi.V30.AIAssistant.AiAssistantController.ExecuteAction (Trisoft.InfoShare.WebApi)"
  }
}
{
  "time": "2024-04-05T07:16:49.0634658Z",
  "level": "INFO",
  "message": "Number of tokens for the completions is 94 and stop reason is EndTurn",
  "properties": {
    "tokensCount": 94,
    "stopReason": "EndTurn"
  },
  "scope": {
    "RequestId": "80000edd-0003-c900-b63f-84710c7967bb",
    "RequestPath": "/ISHWSORA19/Api/v0/AiAssistant/Actions/checkGrammarAction/Execute",
    "scope": "",
    "ActionId": "121bc23a-7f65-4b90-8e62-78710b24465c",
    "ActionName": "Trisoft.InfoShare.WebApi.V30.AIAssistant.AiAssistantController.ExecuteAction (Trisoft.InfoShare.WebApi)"
  }
}

Data\Logs\Trisoft.InfoShare.AIAssistant_yyyymmdd.json

RWS Tridion can ask the customer for 
these log files for usage statistics.

Free of PII.
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AI Assistant – Log File

{
  "time": "2024-04-05T07:16:54.9537496Z",
  "level": "INFO",
  "message": "Number of tokens for the prompt is 610",
  "properties": {
    "tokensCount": 610
  },
  "scope": {
    "RequestId": "800000f0-0000-fb00-b63f-84710c7967bb",
    "RequestPath": "/ISHWSORA19/Api/v0/AiAssistant/Actions/improveReadabilityAction/Execute",
    "scope": "",
    "ActionId": "121bc23a-7f65-4b90-8e62-78710b24465c",
    "ActionName": "Trisoft.InfoShare.WebApi.V30.AIAssistant.AiAssistantController.ExecuteAction (Trisoft.InfoShare.WebApi)"
 }
}
{
  "time": "2024-04-05T07:16:54.9537496Z",
  "level": "INFO",
  "message": "Number of tokens for the completions is 83 and stop reason is EndTurn",
  "properties": {
    "tokensCount": 83,
    "stopReason": "EndTurn"
  },
  "scope": {
    "RequestId": "800000f0-0000-fb00-b63f-84710c7967bb",
    "RequestPath": "/ISHWSORA19/Api/v0/AiAssistant/Actions/improveReadabilityAction/Execute",
    "scope": "",
    "ActionId": "121bc23a-7f65-4b90-8e62-78710b24465c",
    "ActionName": "Trisoft.InfoShare.WebApi.V30.AIAssistant.AiAssistantController.ExecuteAction (Trisoft.InfoShare.WebApi)"
  }
}

Data\Logs\Trisoft.InfoShare.AIAssistant_yyyymmdd.json

RWS Tridion can ask the customer for 
these log files for usage statistics.

Free of PII.
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Tridion AI
Genius
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Tridion AI – Genius Metadata Fields (New)

• FISHMBPRODUCT - Product for 
publication on logical

• FISHMBPRODUCTRELEASE –
Product release for publication on 
version level

• FISHMBGOAL – Goal for maps 
and  topics on logical level

• FISHMBAUDIENCE – Audience for 
maps and topics on logical level

• Fields are multi string values
Sorting is done on the number in parenthesis on 

Product and product release
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Tridion AI - Taxonomies

• Managing simple taxonomies in Tridion Docs which requires the 
VPRIVILEGETAXONOMYMANAGEMENT privilege

• No support for localization
• Only supports simple taxonomies, if more enhanced 

requirements are needed in the future customers can switch to 
our Semantic AI offering

• Taxonomy concept schemes are stored in the 
FISHTAXONOMYCONFG field
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Tridion AI – Taxonomies

<conceptScheme id="PRODUCT">
  <concept id="TRIDION" isSelectable="false" isActive="true">
    <title>Tridion</title>
    <description>All Tridion products</description>
    <concept id="TRIDIONDOCS" isSelectable="true" isActive="true">
      <title>Tridion Docs (100)</title>
      <description>Tridion Docs, the best CCMS</description>
    </concept>
    <concept id="TRIDIONSITES" isSelectable="true" isActive="true">
      <title>Tridion Sites (50)</title>
      <description>Tridion Sites, the best CMS</description>
    </concept>
   </concept>
</conceptScheme>

• Concepts can be nested
• User can only select concepts in the UI when isSelectable is true (default)
• User can only see concepts in the UI when isActive is set the true (default)
• Title and descriptions are not localizable.
• Concept identifiers must be unique is a concept scheme
• Can be used for metadata binding
• Managing taxonomies requires the VPRIVILEGETAXONOMYMANAGEMENT privilege
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Tridion AI – Taxonomies

Requires the 
VPRIVILEGETAXONOMYMANAGEMENT

privilege to view and edit

XML is validated on save like the other 
XML Settings
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Tridion AI – Taxonomies, metadata binding mapping

<conceptScheme id="PRODUCTFAMILY">
  <concept id="TRIDION" isSelectable="false" isActive="true">
    <title>Tridion</title>
    <description>All Tridion products</description>
    <concept id="TRIDIONDOCS" isSelectable="true" isActive="true">
      <title>Tridion Docs (100)</title>
      <description>Tridion Docs, the best CCMS</description>
    </concept>
    <concept id="TRIDIONSITES" isSelectable="true" isActive="true">
      <title>Tridion Sites (50)</title>
      <description>Tridion Sites, the best CMS</description>
    </concept>
   </concept>
</conceptScheme>

<infoShareExtensionConfig version="2.0">
  <metadatabindings>
    <metadatabinding ishfieldname="FISHMBGOAL" sourceref="InternalTaxonomyConcepts" />
    <metadatabinding ishfieldname="FISHMBAUDIENCE" sourceref="InternalTaxonomyConcepts" />
    <metadatabinding ishfieldname="FISHMBPRODUCT" sourceref="InternalTaxonomyConcepts" />
    <metadatabinding ishfieldname="FISHMBPRODUCTRELEASE" sourceref="InternalTaxonomyConcepts" />
  </metadatabindings>
  <sources>
    <source id="InternalTaxonomyConcepts" handler="InternalTaxonomyConnector">
      <initialize>
        <parameters>
          <parameter name="conceptSchemeMapping">
            <ishfields>
              <ishfield name="FISHMBGOAL" level="logical">GOAL</ishfield>
              <ishfield name="FISHMBAUDIENCE" level="logical">AUDIENCE</ishfield>
              <ishfield name="FISHMBPRODUCT" level="logical">PRODUCTFAMILY</ishfield>
              <ishfield name="FISHMBPRODUCTRELEASE" level="version">PRODUCTRELEASE</ishfield>
            </ishfields>
          </parameter>
        </parameters>
      </initialize>
    </source>
  </sources>
</infoShareExtensionConfig>
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Tridion AI – Content Delivery searching on fields

<plugindefinition name="ISHDITADELIVERYPREPAREMETADATA" handler="DitaDeliveryPrepareMetadata">
  <description>
    Collects all files in the DITA-OT "out" folder and tries to find a matching...
  </description>
  <initialize>
    <parameters>
      <parameter name="DITAOTOutDirectoryContextItemKey">DITAOTOutDirectory</parameter>
      <parameter name="PublicationMetadataSchemaFileName">publication_metadata_schema.json</parameter>
      <parameter name="PageMetadataSchemaFileName">page_metadata_schema.json</parameter>
      <parameter name="BinaryMetadataSchemaFileName">binary_metadata_schema.json</parameter>
      <parameter name="SearchableFields">
        <ishfields>
          <ishfield name="FISHMBGOAL" level="logical" />
          <ishfield name="FISHMBAUDIENCE" level="logical" />
          <ishfield name="FISHMBPRODUCT" level="logical" />
          <ishfield name="FISHMBPRODUCTRELEASE" level="version" />
        </ishfields>
      </parameter>
    </parameters>
  </initialize>
</plugindefinition>

In Tridion Docs Genius it is easier to find and navigate to the content the Customer is looking, therefor it 
needs to index fields.

Which fields needs to be indexed can now be specified in the DitaDeliveryPrepareMetadata handler 
which is one of the ’Publish Plug-ins’.

Make sure the fields are exported during publishing for DocumentObjRequestedMetadata and 
PublicationOutputRequestedMetadata (configured in Publish Plug-ins XML Settings)
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Tridion AI – Content Delivery searching on fields schema
{
  "publication_meta": {
    "properties": {
      "FISHDITADLVRREMOTESTATUS.lng.element": {
        "type": "string",
        "searchable": "yes"
      },
      "FISHMBPRODUCT.logical.value": {
        "type": "array",
        "items": {
          "type": "string"
        },
        "searchable": "no"
      },
      "FISHMBPRODUCT.logical.element": {
        "type": "array",
        "items": {
          "type": "string"
        },
        "searchable": "yes"
      },
      "FISHMBPRODUCTRELEASE.version.value": {
        "type": "array",
        "items": {
          "type": "string"
        },
        "searchable": "no"
      },
      "FISHMBPRODUCTRELEASE.version.element": {
        "type": "array",
        "items": {
          "type": "string"
        },
        "searchable": "yes"
      }
    }
  }
}

{
  "page_meta": {
    "properties": {
      ”FISHMBGOAL.logical.value": {
        "type": "array",
        "items": {
          "type": "string"
        },
        "searchable": "no"
      },
      "FISHMBGOAL.logical.element": {
        "type": "array",
        "items": {
          "type": "string"
        },
        "searchable": "yes"
      },
      "FISHMBAUDIENCE.logical.value": {
        "type": "array",
          "items": {
          "type": "string"
        },
        "searchable": "no"
      },
      "FISHMBAUDIENCE.logical.element": {
        "type": "array",
        "items": {
          "type": "string"
        },
        "searchable": "yes"
      }
    }
  }
}
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Tridion AI – Publishing to Genius

• Same as DDWebApp publishing
• Use Dynamic Delivery as the output format
• Use IshDitaDelivery as the transformation 

type

• Write Plugins are updated to publish 
Publication metadata when Product or 
Product release fields are changed

• ISHDITADELIVERYUPDATEPUBLICATIONOUTPUTMETADATA

• ISHDITADELIVERYUPDATEMBPRODUCTANDPRODUCTRELEASE
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Tridion AI – Migration List Of Values To Taxonomy

Location:

\InfoShare\App\Database\InfoShareCM\Common\DatabaseIndependent\Examples\CreateInternalTaxonomySyncWithLovs\MigrateToIshTaxonomies.ps1

Examples
.\MigrateToIshTaxonomies.ps1 -WsBaseUrl "https://ish.exammple.com/ISHWS/" -OutputDir "C:\Temp" -Mappings @{

"GOAL" = ""
"AUDIENCE" = ""
"PRODUCTFAMILY" = "DPRODUCTFAMILYNAME"
"PRODUCTRELEASE" = "DPRODUCTRELEASENAME"

}

$ishSession = New-IshSession -WsBaseUrl https://example.com/ISHWS/
.\MigrateToIshTaxonomies.ps1 -IshSession $ishSession -OutputDir "C:\Temp" -Mappings @{

"GOAL" = ""
"AUDIENCE" = ""
"PRODUCTFAMILY" = "DPRODUCTFAMILYNAME"
"PRODUCTRELEASE" = "DPRODUCTRELEASENAME"

}

Outcome: infoShareTaxonomies.xml file with concepts
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Tridion AI – Organization Metadata Overview

MigrationRemarksUsed byData SourceField Name

Potential source for seeding 
FISHMBPRODUCT and 
FISHPRODUCTRELEASENAME
• MigrateToIshTaxonomies.ps1 

that generates the Xml 
Settings

• Sample ISHRemote script to 
migrate fields

Deprecated, fields are no 
longer in UI but remain in 
database as conversion input

DXA/DDWebApp to drive 
landing tiles order

LOV: DPRODUCTFAMILYNAMEFISHPRODUCTFAMILYNAME

DXA/DDWebApp to drive 
release name dropdowns 
order

LOV: DPRODUCTRELEASENAMEFISHPRODUCTRELEASENAME

Potential source although in 
practice never used.

Obsolete, field is no longer in 
UI. SitesTaxonomy connector is 
obsolete and can be replaced by 
Semantic AI which Tridion Docs 
and Sites can flawlessly 
integrate to PoolParty

Content Mashup to single 
source across Tridion Docs 
and Tridion Sites using 
Keywords structure

MetadataBinding: 
SitesTaxonomyFamilyName

FMBPRODUCTFAMILYNAME

MetadataBinding: 
SitesTaxonomyReleaseName

FMBPRODUCTRELEASENAME

MetadataBinding: 
SitesTaxonomyContentReferenceType

FMBCONTENTREFTYPE

New fields. Tagging objects 
benefits Genius organizations , 
AI-features and potentially 
slicing in Metrics

Genius portal to drive 
landing tiles order and AI-
driven recommentations

MetadataBinding: 
InternalTaxonomyConcepts

FISHMBPRODUCT

Genius portal to drive 
release name dropdowns 
order and AI-driven 
recommentations

MetadataBinding: 
InternalTaxonomyConcepts

FISHMBPRODUCTRELEASE

Genius portal AI-driven 
recommentations

MetadataBinding: 
InternalTaxonomyConcepts

FISHMBGOAL

Genius portal AI-driven 
recommentations

MetadataBinding: 
InternalTaxonomyConcepts

FISHMBAUDIENCE
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Collective Spaces
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Review Space
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Review Space – Review resolution

<infoShareCollectiveSpaces version="1.1">
<commonsettings>
<!-- If not provided, the review resolution is taken from the settings preview resolution. -->
<!-- <reviewresolution ishvaluetype="element">VRESLOW</reviewresolution> -->

</commonsettings>
<draftspacesettings>
<imageupload enabled="yes">
<!-- If not provided, the preferred upload resolution is taken from the settings preview resolution. -->
<!-- <preferredresolution ishvaluetype="element">VRESLOW</preferredresolution> -->

</imageupload>
<statusestofocus>
<status ishvaluetype="element" icon="fas fa-pencil">VSTATUSDRAFT</status>
<status ishvaluetype="element" icon="fas fa-comment-pen" ishcondition="UserRole=VUSERROLEREVIEWER">VSTATUSTOBEREVIEWED</status>

</statusestofocus>
<mathml wirisurl="https://www.wiris.net/fontoxml/editor/editor" />

</draftspacesettings>
<reviewspacesettings>
<statusestofocus>
<status ishvaluetype="element" icon="fas fa-comment-pen">VSTATUSTOBEREVIEWED</status>

</statusestofocus>
<statusestobereviewed>
<status ishvaluetype="element">VSTATUSTOBEREVIEWED</status>

</statusestobereviewed>
</reviewspacesettings>

</infoShareCollectiveSpaces>

• Why?
• To let users see fine details in the images 

• To show the images with the dimensions on the browser window.
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Metrics
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Customer benefits

Return on investment (ROI)
As a Head of Department or Tridion Docs suite owner, I would like to see ROI of using Tridion Docs product so I can 

protect/justify usage of a system with an upper management/budgeting team.

Productivity
As a Head of Department or Tridion Docs suite owner, I would like to see productivity (system-wide, department) to 

decide on timelines, resourcing, etc

Content re-use level
As a Head of Department or Tridion Docs suite owner, I would like to see content re-use status system-wide, per 

department, so I can decide where to improve to increase ROI.
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UX and filtering
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• Content reuse chart will show you reuse 
level for selected period highlighting 
amount of new content comparing to the 
one that was reused and reuse level

• ROI shows value of using Tridion Docs for 
selected period based on customer’s 
reuse level versus creating content from 
the scratch 

• ROI has cumulative trend over time

• Productivity chart shows publishing 
activity for selected period indicating 
status of published outputs

• Deep dive details on community blogs

Metrics
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How to see zoom in data?

Use FISHMBPRODUCT metadata field 
on a Publication logical level –
Product family name for 
publication

• Multi value string field
• Taxonomy concepts can be 

used
• Not a mandatory field
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Release
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Release

Tridion Docs 15.1 - enablers (IWrite and IDelete plugins, basic DB Schema 
for new Metrics Db, deployment for new webservice)
Later – mandatory Hotfix on top of Tridion Docs 15.1 to have end to end 
Metrics feature
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Solution Architecture
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Technical approach

Content source

IWrite plugin
IDelete plugin 

BackgroundTask

Incremental load Data

Visualization

Dashboards

Organize Space

Metrics 
webservice
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Solution Architecture 

N
L
B

N
L
B

/ISHWS
• /ASMX (Soap)
• /WCF/SVC (Soap)
• /OWCF/SVC (Soap)
• /API (OpenAPI)

/ISHWS
• /ASMX (Soap)
• /WCF/SVC (Soap)
• /OWCF/SVC (Soap)
• /API (OpenAPI)

/ISHCS
• /DraftSpace/
• /ReviewSpace/ 
• /OrganizeSpace/

/ISHCS
• /DraftSpace/
• /ReviewSpace/ 
• /OrganizeSpace/

Se
cu

rit
y

Se
cu

rit
y

Se
cu

rit
y

Se
cu

rit
y

Docs CM

ISHRemote
•Cmdline, 
scheduled

• Interactive

ISHRemote
•Cmdline, 
scheduled

• Interactive

Client Tools
•Publication 
Manager

•Authoring Bridges
•Content Importer
•Condition 
Manager

Client Tools
•Publication 
Manager

•Authoring Bridges
•Content Importer
•Condition 
Manager

/ISHEXT
(FE/BE Extensions)

/ISHEXT
(FE/BE Extensions)Se

cu
rit

y
Se

cu
rit

y

API Client
•Customizations 
build by 
customers, 
partners or PS

API Client
•Customizations 
build by 
customers, 
partners or PS

IBackgroundTaskIBackgroundTask

IWriteMetadata(AndBlob)
IWriteBaselineItemsPlugin
IWriteMetadata(AndBlob)
IWriteBaselineItemsPlugin

IDeleteMetadata(AndBlob)IDeleteMetadata(AndBlob)•Submit new & updated 
objects to 
BackgroundTask
through IWrite plugin

How to (re-)build the 
metrics database?
Still TBD options are:
• ISHRemote cmdlet to 

trigger background 
task to push existing 
data in batches.

• Separate 
service/application to 
be built specially for 
pushing the data in a 
smart and performant 
way.

•Submit to be deleted 
objects to 
BackgroundTask
through IDelete plugin

• SYNCHRONIZEMETRICS background 
task handler to push objects changes 
to the metrics database

• CLEANUPMETRICS background task 
to delete objects

Metrics Handler(s)

IWrite/IDelete Plugins
•Rich message with sufficient data (who, when, before/after values, 
object identifiers, etc)

• Async BackgroundTask

Metrics Private HTTP 
Api
•New Web App (/ISHMT) 
micro service which 
requires InstallTool, ISH
Deploy and Access 
Management wiring

• .NET 8 Minimal API

OnObjectChangeSendEventPlugin

OnObjectDeleteSendEventPlugin

Browser
•Draft Space
•Review Space
•Organize Space

Browser
•Draft Space
•Review Space
•Organize Space

Metrics Dashboard

/ISHMT
Metrics Endpoints

ISHCM ISHAM ISHBFF ISHID

ISHMetrics
Se

cu
rit

y
Se

cu
rit

y

•New database holding the metrics raw and aggregated data.

/ISHID
(CMS as IdP)
/ISHID

(CMS as IdP)Se
cu

rit
y

Se
cu

rit
y

/ISHSTS
(CMS as IdP)
/ISHSTS
(CMS as IdP)Se

cu
rit

y
Se

cu
rit

y

/ISHAM
Federation Gateway

/ISHAM
Federation GatewaySe

cu
rit

y
Se

cu
rit

y
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Available in Tridion Docs 
15.1
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Metrics Database

• New Metrics folder on the CD
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• VPRIVILEGEMETRICSMANAG
EMENT

• Metrics management 
privilege determines 
whether a user is 
allowed to view and 
manage metrics

Privilege
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Metrics webservice

Metrics 
webservice
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Integration with Access Management

• New service and roles

• Service: Tridion Docs Metrics 
API

• Roles: User and 
Administrator

• authorization in a new 
Metrics webservice

• New Service account: Metrics API 
Client

• service to service 
communication (background 
task with Metrics webservice)
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Logging

• New Events menu item in Organize Space
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Introducing 
IDelete next to 
IWrite plugins
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IDelete Plugins



© 2024 RWS114

The need
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IDeleteMetadata Plugin

• An extension point to extend the functionality of Tridion Docs

• Supported for objects

• ISHMasterDoc, ISHModule, ISHIllustration, ISHTemplate, ISHLibrary, 
ISHPublication, ISHBaseline
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Cascade effects of deleting objects

• When you delete a logical object, version item or language
item, the deletion can have an upward or downward
cascade effect.

• Upward cascade effect
• If you delete the last remaining item of a lower level, you trigger

the deletion of its higher-level item. That is:

• Deleting the last remaining language item of a version triggers
the deletion of that version.

• Deleting the last remaining version of a logical object triggers
the deletion of that logical object.

• Downward cascade effect
• If you delete an item of a higher level, you automatically trigger

the deletion of all of its lower-level items. That is:

• Deleting a version item triggers the deletion of all language
items in that version item.

• Deleting a logical item triggers the deletion of all versions of
that logical item, and of all language items in all versions.



© 2024 RWS117

Conditions on IDeleteMetadata Plugin

• Two conditions are available to handle the triggering of the plugin
• IShLevel

• OriginalLevel

• Examples
• If a delete plugin has ISHLevel set to lng, and OriginalLevel not set at

all, then the plugin executes whenever a language item is deleted.

• If a delete plugin has both ISHLevel and OriginalLevel set to lng, then
the plugin executes only when a language item is directly deleted.

• If a delete plugin has ISHLevel set to lng and OriginalLevel set to logical,
then the plugin executes only when a language item is deleted as an
indirect result of its higher-level logical item being deleted.
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New configuration entry in XML Settings 
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Metrics IDelete plugins

• Keep in sync Metrics storage and Tridion Docs Content Manager
• RaiseSyncDeleteDocumentObjectEvent

• Clean up Metrics storage once document object or its version is 
deleted in Tridion Docs Content Manager

• RaiseSyncDeletePublicationEvent
• Clean up Metrics storage once publication or its version is deleted 

in Tridion Docs Content Manager
• Both are enabled out of the box but not doing a synchronization 

• Require Metrics Hotfix
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IWrite Plugins
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IWrite Plugins

• An extension point to extend the functionality of Tridion Docs.

• Currently we have two kinds of IWrite plugins

• IWriteMetadataAndBlobPlugin

• IWriteMetadataPlugin

• Supported for objects

• ISHMasterDoc, ISHModule, ISHIllustration, ISHTemplate, ISHLibrary, 
ISHPublication, ISHProject and ISHAnnotation
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IWrite Plugins for baseline

• Supporting 

• Existing IWriteMetadataPlugin

• New IWrite plugin

• IWriteBaselineItemsPlugin

• New supported objects

• ISHBaseline
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Metrics IWrite plugins

• Keep in sync Metrics storage and Tridion Docs Content Manager
• Set of plugins for topic, illustratrion, publication, publication output, 

baseline:
• RAISETOPICSYNCUPDATEEVENT
• RAISEILLUSTRATIONSYNCUPDATEEVENT
• RAISEPUBLICATIONSYNCUPDATEEVENT
• RAISEPUBLICATIONOUTPUTUPDATESYNCEVENT
• RAISEBASELINESYNCUPDATEEVENT

• All are enabled out of the box but not doing a synchronization 
• Require Metrics Hotfix
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IBackgroundTask
Plugins
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Metrics IBackgroundtask plugins

• Keep in sync Metrics storage and Tridion Docs Content 
Manager

• Use events from IWrite and IDelete plugins
• Background tasks:

• SYNCHRONIZEMETRICS – update events
• CLEANUPMETRICS – delete events

• Both are enabled out of the box but not doing a 
synchronization 

• Require Metrics Hotfix
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CM – IWrite, IDelete and IMove object plugins
RemarksIMove

(Change Security, Taxonomy Move)
IDelete
(Delete, Remove, ..)

IWrite
(Create, Update, Set, Checkin..)

LevelTypeObject Types

Multi-level card with before/after field valuesSince 15.1/15.1.0Since 2014/11.0.0Logical, Version, LngCardContent Objects
(DocumentObjs like topic, map, lib, image, 
other)

Multi-level card with before/after field valuesSince 15.1/15.1.0Since 2014/11.0.0Logical, Version, LngCardPublicationOutput 
(inc publications and publication versions)

Single-level card with before/after field valuesn/aSince 14SP2/14.0.2AnnotationCardAnnotation

Single-level card with before/after field valuesn/aSince 15.0/15.0.0ReplyCard

Multi-level card with before/after field valuesn/aSince 15.1/15.1.0ProjectCardProject

At best derive from parent Projectn/a-AssigneeCard

Single-level card with before/after field valuesn/aSince 15.1/15.1.0Since 15.1/15.1.0NoneCardBaseline

Table before/after entriesn/aSince 15.1/15.1.0BaselineItemsTable

Single-level card with before/after field valuesn/aNoneCardTranslationJob

Table before/after entriesn/aTranslationJobItemsTable

Single-level card with before/after field valuesn/aNoneCardConfiguration

Single-level card with before/after field valuesn/aNoneCardEDT (aka Electronic Document Type)

Single-level card with before/after field valuesNoneCardFolder

Single-level card with before/after field valuesn/aNoneCardOutputFormat

Single-level card with before/after field valuesn/aNoneCardUser

Single-level card with before/after field valuesn/aNoneCardUserGroup

Single-level card with before/after field valuesn/aNoneCardUserRole

Table before/after entriesn/an/an/aTask, HistoryTableBackgroundTask

Table before/after entriesn/an/an/aProgress, DetailTableEvent
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Display name



© 2024 RWS128

Replace username by display name – Why..?

• Usernames are used as login names and 
aren’t always easy to identify the actual user.

• Display name contains the full name of the 
user

• Currently, in Organize Space, Collective Spaces 
and Client Tools, we do not make use of 
Display name – Username is shown instead

• No check on display name uniqueness
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Display name - Organize Space
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Display name – Organize Space – Non-React Pages
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Display name – Collective Spaces
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Display name – Client Tools
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Display name for locked items 

• Current CHECKED-OUT-BY field is a string containing the username
• Renaming username doesn’t update this field

• New 'FISHCHECKEDOUTBY’ field contains the link to the user object
• Database Upgrade Tool (DBUT)

• Migrates CHECKED-OUT-BY to FISHCHECKEDOUTBY
• When CHECKED-OUT-BY contains a username that doesn’t exists the lock from the 

document object is removed
• All locked (checked out) items are reindexed

• Removes CHECKED-OUT-BY field
• Business code is updated to use FISHCHECKEDOUTBY
• Please update customizations that use CHECKED-OUT-BY to FISHCHECKEDOUTBY
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Display name – Database Upgrade Tool (DBUT)

Console output:
[INFOSHARE BUSINESS LOGIC UPGRADE TO 15.1.0 - MIGRATING THE 'CHECKED-OUT-BY' FIELD]
[AddFISHCheckedOutByField.xml] Adding new FISHCHECKEDOUTBY field to the configuration
[FixItemsCheckedOutByNonExistingUsers.sql] Fix Document Objects that are checkout by non existing users.
[Trisoft.Setup.DBUpgradeTool.Migration150100.MigrateCheckedOutByField] Migrating the 'CHECKED-OUT-BY' field.
Total of 155 records has been updated

Database Upgrade Tool log file
Undo checkout for object "ASP Elements and Options" with LogicalId: "GUID-2BCFC7AB-93D6-4E35-80D0-383E98401771", Version: "1", Language: "en-us" was done. []
Undo checkout for object "Worksheet XML Structures" with LogicalId: "GUID-E8F8C07D-7F29-4C31-BB3A-8FE8740D0D32", Version: "1", Language: "en-us" was done. []
Undo checkout for object "Image Rendition Plugin Reference" with LogicalId: "GUID-D003AFE8-1931-4DE7-A90D-80793F039E96", Version: "1", Language: "en-us" was done. []
Undo checkout for object "Objects" with LogicalId: "GUID-F6D49D45-FC0D-4ADE-B111-EFC08853498B", Version: "2", Language: "en-us" was done. []
Undo checkout for object "Using ASMX Webservices in JAVA using WSDL2Java stubs" with LogicalId: "GUID-F5CC0AA3-5BB2-4819-AEE5-B76F359CF7C9", Version: "1", Language: "en-us" was done. []
Undo checkout for object "Image Rendition - Post installation steps" with LogicalId: "GUID-6D077376-A48C-4556-8A0C-7490B6408CBB", Version: "1", Language: "en-us" was done. []
Undo checkout for object "Manual XML Structures" with LogicalId: "GUID-562E0D59-E45C-4168-986D-5DD281D20E07", Version: "1", Language: "en-us" was done. []
Undo checkout for object "Image Rendition Plugin Reference" with LogicalId: "GUID-6FEEC5C1-768F-4F1E-8F21-34E492D05676", Version: "1", Language: "en-us" was done. []
Undo checkout for object "Required changes for Publishing" with LogicalId: "GUID-7645EDB3-AC7A-43CF-BF62-1ECA566D9726", Version: "2", Language: "en-us" was done. []
Undo checkout for object "Assumptions" with LogicalId: "GUID-D6E748EE-551E-459B-8F6A-A7B8E79A13F8", Version: "2", Language: "en-us" was done. []
Undo checkout for object "oe.new-address-book.16x16" with LogicalId: "GUID-59313257-EE6A-422F-A666-A51324887F36", Version: "1", Language: "en-us", Resolution: "Low" was done. []
Undo checkout for object "font-list.16x16" with LogicalId: "GUID-B92ABCC0-90E5-4643-A6B2-B868D15473E1", Version: "1", Language: "en-us", Resolution: "Low" was done. []
Undo checkout for object "Content Manager Explorer: troubleshooting" with LogicalId: "GUID-88123C05-3B86-4D27-80D9-203CAD0C92A8", Version: "2", Language: "en-us" was done. []
Undo checkout for object "Content Manager Explorer: configuring the Web browser" with LogicalId: "GUID-29FA9BF6-0A2C-4766-9D02-B4E47ADDEB78", Version: "2", Language: "en-us" was done. []
Undo checkout for object "Publishing Guidelines" with LogicalId: "GUID-45FEFA7F-0586-4685-806A-DE6760E6AB1B", Version: "3", Language: "en-us" was done. []
Undo checkout for object "Supported outputclass overview" with LogicalId: "GUID-5621E54C-73EB-4FF1-A2E7-AD608ECFFBAC", Version: "1", Language: "en-us" was done. []
Undo checkout for object "PS Publishing Queue Install and Configuration" with LogicalId: "GUID-2533CE11-C1EB-4EDD-8D35-9C66074DF479", Version: "1", Language: "en-us" was done. []
Undo checkout for object "PS Publishing Queue installation procedure" with LogicalId: "GUID-C9A40E77-7BBB-4CF1-BD83-CEC87EF7B8A5", Version: "1", Language: "en-us" was done. []
Undo checkout for object "PS Publishing Queue - PublishingOptions.xml" with LogicalId: "GUID-9C3CB554-A8AB-4740-B9C1-9BF56450B36C", Version: "1", Language: "en-us" was done. []
Undo checkout for object "About Bundles" with LogicalId: "GUID-30EB308F-8571-41B3-9EA5-26970DD975FA", Version: "1", Language: "ja-jp" was done. []
Undo checkout for object "Problems with inserting XML using the API" with LogicalId: "GUID-4C8949DD-31B4-4A96-A53A-D00A8F6ECBA1", Version: "1", Language: "en-us" was done. []
Undo checkout for object "SDL Contenta Service Pack installation topics" with LogicalId: "GUID-C5491711-6CEE-4BF8-873E-2D4A27458624", Version: "1", Language: "en-us" was done. []
Undo checkout for object "Architect API classes" with LogicalId: "GUID-65655BCC-A267-49F7-AE36-9963C7587EC4", Version: "1", Language: "en-us" was done. []
Undo checkout for object "XPM_PageRegionProperties" with LogicalId: "GUID-5480AC6E-8D71-47EC-AA10-4BB57F794A17", Version: "3", Language: "en-us", Resolution: "Low" was done. []
Undo checkout for object "What is SDL LiveContent Create" with LogicalId: "GUID-6CFABA99-80A1-400B-BF37-000F787E0CB3", Version: "2", Language: "en-us" was done. []
Undo checkout for object "SDL Web installable software components" with LogicalId: "GUID-71A2D6CA-BC72-4976-8EC2-6B6C06C78123", Version: "2", Language: "en-us", Resolution: "Master" was done. []
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Display name – API25

• Returns display name for users when value type is set to label
• New Value type label

Response
<ishobjects>

<ishobject ishref='GUID-5D16B084-99E0-4F5E-B88F-30222B111D90' ishtype='ISHModule' ishlogicalref='812399' ishversionref='812400' ishlngref='812401’>
<ishfields>
<ishfield name='FTITLE' level='logical' xml:space='preserve'>System Demo</ishfield>
<ishfield name='FAUTHOR' level='lng' xml:space='preserve' ishvaluetype='value'>ivandelagemaat</ishfield>
<ishfield name='FAUTHOR' level='lng' xml:space='preserve' ishvaluetype='id'>45665</ishfield>
<ishfield name='FAUTHOR' level='lng' xml:space='preserve' ishvaluetype='element'>VUSERIVOVANDELAGEMAAT</ishfield>
<ishfield name='FAUTHOR' level='lng' xml:space='preserve' ishvaluetype='label'>Ivo van de Lagemaat</ishfield>

</ishfields>
</ishobject>

</ishobjects>

Requested metadata
<ishfields>
<ishfield name='FTITLE' level='logical’/>
<ishfield name='FAUTHOR' level='lng' ishvaluetype='value’/>
<ishfield name='FAUTHOR' level='lng' ishvaluetype='id’/>
<ishfield name='FAUTHOR' level='lng' ishvaluetype='element’/>
<ishfield name='FAUTHOR' level='lng' ishvaluetype='label'/>

</ishfields>
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Modern 
Authentication
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Modern Authentication
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Modern 
Authentication -
Access 
Management
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• Remember my identity provider
• Cookie with name 

RememberedIdpSelection
containing the key to the 
identity provider with an 
expiration of 1 year

• Logged out removes the 
remembered identity 
provider by removing the 
cookie

Modern Authentication – Access Management
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Modern Authentication – Access Management

Service Account secret expiration can set in the future, default is 1 
year but can be adjusted.
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Modern Authentication – New Service and Roles
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Modern 
Authentication -
Examples
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Modern Authentication – Desktop Application Example

• How to require a token from Access Manager
• Client credential flow
• Authorization code flow with PKCE (preferred)

• Token management
• How to encapsulate the token in a call to the Web Service (SOAP)
• How to refresh a token
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Modern Authentication – Desktop Application Example
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Modern Authentication – Collective Spaces Sidebar Example

• Implementers can be creative and put the servicer side 
component into Tridion Docs MVC web application.

• Tridion Docs MVC web application does the authentication
• Uses API25 for getting the number of annotations
• URLs must point to the application URL and not ISHCM like it was 

previously
• https://fqdn/DraftSpace/MVC/....

• https://fqdn/ReviewSpace/MVC/...
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Modern Authentication – Web Applications
ISHWS
OWCF

OpenAPI
ISHAM

ISHCM
MVC
XAPI

Cookie Bearer token

ISHCS
BFF

Organize Space

Token validation

Re
fr

es
h 

to
ke

n

ISHEXT
Bearer token

ISHCS
BFF

Draft Space

ISHCS
BFF

Review Space
Cookie size: 354 bytes
Bearer token size: 4000 bytes
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Mordern Authentication – BFF proxying request

RemarksForward BASEURL UrlIncoming BASEURL UrlType

All OpenAPI-REST calls of Organize Space end up on the 
ISHWS/API Web Application

.../ISHWS/Api/**.../ISHCS/OrganizeSpace/OApi/**Organize Space Api 
Hosting (OApi)

All ASP.NET reused pages like Event Monitor end up on the 
ISHCM Web Application.

.../ISHCM/**.../ISHCS/OrganizeSpace/Mvc/**Organize Space ASP.NET 
Hosting (MVC)

All OpenAPI-REST calls regarding Organize Space 
Extensionability end up on the separate ISHEXT Web 
Application

.../ISHEXT/**.../ISHCS/OrganizeSpace/Extensions/**Organize Space 
Extensions Hosting

All XAPI-REST calls of Collective Spaces end up on the ISHCM 
Web Application.

.../ISHCM/Api/**.../ISHCS/DraftSpace/Api/**
.../ISHCS/ReviewSpace/Api/**

Draft Space / Review 
Space Api Hosting (XAPI)

• Note that all incoming URLs use BASEURL
• So https://ish.example.com/ requests landing on the BFF go again over 

the Load Balancer and might be ending up on a different server/host

• Based on URL path part the request is proxied to another service
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Modern Authentication – Collective Spaces Sidebar Example
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Modern Authentication Source Code Examples

• Desktop Application
• Collective Space Sidebar
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Modern Authentication – Custom Web Application using MVC pages

• Custom Web Applications that 
clone/copy ISHCM may no longer 
be working because MVC pages 
are being removed because they 
are ported to React using 
OpenAPI.

• ISHCM MVC authentication will 
disappear when all MVC pages are 
rebuild in React
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Modern Authentication – Community blog posts 
announcement

• Community blogs posts announcement about modern 
authentication and an example Web Application using React and 
ASP.Net Core
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Vulnerabilites
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Vulnerabilities
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Veracode Project goals

Improve 
Quality

Comply with RWS 
Level 2 security 

policy

Achieve Veracode verified 
Standard badge
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Veracode Scan Results
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Veracode verified standard

https://www.veracode.com/verified/directory/rws-group#tridion-docs
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ISHDeploy
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ISHDeploy - Delete time window for Crawler

• In previous improvements, Crawler service was extended to consider a 
delete time window for the operation.

• Set-ISHServiceCrawler cmdlet is extended with two new params 
“deleteWindowStartUtcTime”, ”deleteWindowEndUtcTime” for setting up 
the delete window.
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ISHDeploy - Delete time window for Crawler

• To restore the delete time window, the start and end time should be set to 
"00:00:00" and “23:59:59" respectively.

• If there are multiple crawler services, the time window will be applied to the 
first one, and the rest will be the start time and the start time plus one 
millisecond as the time window.
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ISHDeploy – Web Applications and Application Pools 

ISHDeploy cmdlets are extended for 
new Metrics Web Application

• Get-ISHDeployment
• Start-ISHDeployment
• Stop-ISHDeployment
• Restart-ISHDeployment
• Get-ISHIISAppPool
• Disable-ISHIISAppPool
• Enable-ISHIISAppPool
• Get-ISHComponent
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ISHDeploy - Updated Cmdlets

UpdateCmdlet
Adding extra purpose for Metrics 
database

Get/Set/Test-ISHConnectionString

Support for new document history 
schema version 2

Set-ISHFontoSchemaExperience
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ISHDeploy – Cmdlets Adjusted For .NET 8 Services

• Remove-ISHIntegrationTMS
• Remove-ISHIntegrationWorldServer
• Remove-ISHTranslationFileSystemExport
• Set-ISHIntegrationTMS
• Set-ISHIntegrationWorldServer
• Set-ISHTranslationFileSystemExport
• Set-ISHIntegrationFullTextIndex
• Set-ISHServiceFullTextIndex
• Set-ISHServiceUser
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ISHRemote
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ISHRemote – V8.0 almost Released

• ISHRemote v8.0 runs on Windows, MacOS and Linux thanks to added 
PowerShell 7.2+ support - keeping Windows PowerShell 5.1 support!

• From the start ISHRemote was set up as a scripting module powered on 
the back by a binary compiled .NET code. 

• So, it starts with PSM1/PSD1 combination that exports cmdlets, help, table 
layout formatting, parameter auto completion and more. 

• The binary code, a nested module, did the heavy lifting on WS-Fed/WS-Trust 
security and Modern Authentication, multi-threading and more 
throughput performance!

• Microsoft has split the path of Windows-based .NET Framework and 
multi-platform .NET (Core), in turn PowerShell did the same.

• Starting from ISHRemote v1 the preparations started.

• The challenge is that the ISHRemote binary module became platform 
specific and had to be loaded dynamically at runtime.

• So ISHRemote does the effort to obfuscate differences among:

• Deprecated .NET Framework and .NET (Core) 6+ world

• Deprecated Windows PowerShell 5.1 and multi-platform PowerShell 7.2+

• Deprecated (at least since Tridion Docs 15/15.0.0) SOAP with WS-Fed/WS-
Trust security and Modern Authentication over OpenIDConnect

• One ISHRemote to rule them all!

Almost Released and tagged • Almost Released and tagged 
on the master branch

• Mostly v7.0 continued
• Added Modern Authentication 

supporting browser redirects 
(Federation and MFA) and 
Client Credentials

• Refactored communication 
and security parts keeping WS-
Trust

• Experimental OpenAPI proxies

https://github.com/rws/ishremote
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ISHRemote – V8.0 almost Released

• Added 2 new field levels
• Project
• Assignee

• No functionality for retrieving Projects and assignees
• Only available in OpenAPI and not in WCF / SOAP

• Updated Remove-IshPublicationOutput cmdlet for Tridion Docs 
15.1

• Delete Publication which do not have any outputs anymore is now 
done in the Tridion Docs business logic

https://github.com/rws/ishremote
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ISHRemote - V8.0 on Tridion Docs 14SP4/14.0.4 and earlier

• Same as ISHRemote v7.0, protocol will be WcfSoapWithWsTrust

• PowerShell 7.2+, hosted by .NET 6+, cannot handle Windows Authentication

On PowerShell (Core) 
7.2+ 
powered by .NET 
(Core) 6.0+

On Windows PowerShell 
5.1
powered by .NET 
Framework 4.8

New-IshSessionAuthentication 
Protocol

ISHRemote 
v8.0
Protocol

SupportedSupportedNew-IshSession -Protocol WcfSoapWithOpenIdConnect `
-WsBaseUrl https://ish.example.com/ISHWS/ `
-IshUserName admin -IshPassword admin

usernamemixed
(typically ISHSTS)

WcfSoap
With
WsTrust

Platform Not SupportedSupportedNew-IshSession -Protocol WcfSoapWithOpenIdConnect `
-WsBaseUrl https://ish.example.com/ISHWS/
#over-NetworkCredentials

windowsmixed
(typically ADFS using 
Windows 
Authentication)

ISHRemote v8.0 used 
on Docs 14SP4/14.0.4 
and earlier will use  
WcfSoapWithWsTrust

• “windowsmixed” and “usernamemixed” are typically 
used on Tridion Docs 14SP4/14.0.4 and earlier

• ISHRemote v1.0, v7.0 and v8.0 work the same when 
used on Windows PowerShell 5.1

“windowsmixed” is not required anymore 
starting Tridion Docs 15.x/15.x.0 edition as 
Microsoft ADFS and Light-weight-Windows-
authentication (over ISHSTS) are gone.
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ISHRemote v8.0 on Tridion Docs 15.x/15.x.0

• If protocol on a New-IShSession cmdlet is forced to WcfSoapWithWsTrust, then it behaves the same as ISHRemote v7.0 
and earlier

• WS-Federation/WS-Trust over –IshUserName/-IshPassword parameters, typical ISHSTS setups

• WS-Federation/WS-Trust over implicit ActiveDirectory NetworkCredentials , typical ADFS setups

• Note: Adding -Protocol WcfSoapWithWsTrust makes your 14SP4/14.0.4 and earlier scripts work on 15.0

• If protocol is not mentioned, it defaults to WcfSoapWithOpenIdConnect
• Modern Authentication like Publication Manager or Organize Space, etc over System Browser

• Modern Authentication over –ClientId/-ClientSecret coming from Access Management (ISHAM)

• Note: ISHWS/OWCF web services have feature parity to ISHWS/WCF (and actually also ISHWS/*.ASMX) 

• If protocol is forced to OpenApiWithOpenIdConnect
• You mostly get fully operational WcfSoapWithOpenIdConnect 

• You also get an OpenAPI experimental proxy on your IShSession object (the future)
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ISHRemote v8.0 on Tridion Docs 15.x/15.x.0
On PowerShell (Core) 
7.2+ 
powered by .NET 
(Core) 6.0+

On Windows PowerShell 
5.1
powered by .NET 
Framework 4.8

New-IshSessionAuthentication 
Protocol

ISHRemote v8.0
Protocol

SupportedSupportedNew-IshSession -Protocol WcfSoapWithWsTrust ̀
-WsBaseUrl https://ish.example.com/ISHWS/ `
-IshUserName admin -IshPassword admin

usernamemixed
(typically ISHSTS)

WcfSoap
With
WsTrust

Platform Not SupportedSupportedNew-IshSession -Protocol WcfSoapWithWsTrust ̀
-WsBaseUrl https://ish.example.com/ISHWS/
#over-NetworkCredentials

windowsmixed
(typically ADFS using 
Windows Authentication)

SupportedSupportedNew-IshSession -Protocol WcfSoapWithOpenIdConnect
`
-WsBaseUrl https://ish.example.com/ISHWS/ `
-ClientId "c82…" -ClientSecret "ziK…=="

Client Credentials
(typically ISHAM 
client/secret)

WcfSoap
With
OpenIdConnect

SupportedSupportedNew-IshSession -Protocol WcfSoapWithOpenIdConnect
`
-WsBaseUrl https://ish.example.com/ISHWS/ 
#over-SystemBrowser

Authorization Code Flow 
with PKCE
(typically, System Browser)

SupportedSupportedNew-IshSession -Protocol OpenApiWithOpenIdConnect 
`
-WsBaseUrl https://ish.example.com/ISHWS/ 
-ClientId "c82…" -ClientSecret "ziK…=="

Client Credentials
(typically ISHAM 
client/secret)

OpenApi
With
OpenIdConnect

SupportedSupportedNew-IshSession -Protocol OpenApiWithOpenIdConnect 
`
-WsBaseUrl https://ish.example.com/ISHWS/ 
#over-SystemBrowser

Authorization Code Flow 
with PKCE
(typically, System Browser)

ISHRemote v8.0 used 
on Docs 14SP4/14.0.4 
and earlier will use  
WcfSoapWithWsTrust

ISHRemote v8.0 has no 
cmdlets using OpenAPI 
so fall back to 
WcfSoapWithOpenIdCo
nnect (the future)
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ISHRemote v8.0 – Access Management

Make sure you have the ISHRemote application and Tridion Docs 
Content Manager API (user) selected (Identity Provider, User or 
Service Account level)
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ISHRemote v8.0 – Code – Experimental OpenApi Proxies

• Now that experimental OpenApi proxies are there for
• Tridion Docs REST Web Services, so refering to

future public v3.0 Api
• Tridion Docs Access Management REST Web Services, so

, refering to public v1.0 Api

• On route for SOAP to REST side-by-side samples, more validation
on functional parity, etc

$ishSession = New-IshSession -WsBaseUrl "https://example.com/ISHWS/" -Protocol OpenApiWithOpenIdConnect

$json = $ishSession.OpenApiISH30Client.GetApplicationVersionAsync()
$json.Result

$json = $ishSession.OpenApiAM10Client.IdentityProvidersGetAsync()
$json.Result

https://github.com/rws/ishremote
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Client Tools
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Client Tools – "Where Used" in Browse Repository

Allow users to view "Where used" information for an object when 
browsing through:

• Browse repository

• Search results

• Inbox
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XMetaL 18 Support

• Removed support for XMetaL 14

• Added support for XMetaL 18

• Regression testing done

• Following 64-bit version will be supported:

• XMetaL 17 (deprecated) 

• XMetaL 18 (preferred)
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Oxygen 26 Support

• Removed support for Oxygen 23 

• Added support for Oxygen 26

• Regression testing done

• Following 64-bit version will be supported:

• Oxygen 25.x (deprecated) 

• Oxygen 26.x (preferred)
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Client Tools – Publication Manager 

Disable changing the values 
from combo box in the 
properties panel when 
scrolling the mouse. Making 
changes by scrolling the 
mouse wheel only works 
after selecting the combo 
box.
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Client Tools – Smart tagging in Publication Manager

• Smart Tagging options only available for topics
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Client Tools – Browse repository set focus on new item

Setting the focus on the newly created item in the browse repository 
dialog helps finding the item and gives feedback that the item is created
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Client Tools – Publication Manager sort resources

Tridion Doc 15.0 Tridion Doc 15.1

Organize Space
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Client Tools – Select Output Format Dialog

Having an option to show the list output formats in a list with their 
full name displayed makes it easier to select the right one.
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Client Tools – Enable draft/review space copy link for

• Publication Manager reads the enable draft / review Space from the 
configuration using WCF / SOAP endpoint

• Fields

• FISHENABLEDRAFTSPACE

• FISHENABLEREVIEWSPACE

• Settings are removed from ClientConfig.xml

</clientConfig>
<collectivespaces>
<draftspace enabled="true" />
<reviewspace enabled="true" />

</collectivespaces>
</clientConfig>
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Client Tools – Condition Builder Finding Conditions

• Finding the right condition or value can be challenging when the list of conditions is large

• Providing an option where the user can type in, or a part, of the condition / value and the tree shows 
only the conditions / values that are applicable.
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Accounts re-creation

• When an existing TD14 environment has been upgraded to TD15 server-side, 
then the account remains working but will not automatically switch over to 
an anonymous account in combination with Access Management.

• To switch over to Access Management it's needed to remove the existing 
account and create the account for TD15 using Client Tools.

• Accounts are stored in %LocalAppData%\RWS\InfoShare
Client\15.x\Trisoft.InfoShare.Client.config
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Client Tools – Sign In / Sign Out

• Enabling users to switch accounts in Client Tools by sign out / sign in.

• Only available in the Client Tools Accounts window
• Sign out is per Client Tool
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Open in Publication 
Manager
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Open in Publication Manager

Available on publications in "Lists”, "Where used” and “Publication Hub”
Note: Publication Manager will always open on the root map
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Open in Publication Manager - Prerequisites

• Publication Manager version 15.1 or 
higher should be installed

• When client tools are not installed, 
clicking the action button will not do 
anything (not even show a message)

• An account should be available in 
Publication Manager that matches the 
repository and has Authentication 
"Access Management" 
o If not, you might need to recreate the 

account as advised when upgrading to 
Tridion Docs 15 with Modern 
Authentication
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Open in Publication Manager – Intermediate dialogs
• Some intermediate 

dialogs and a login 
screen might be 
shown before 
Publication 
Manager is opened
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Community ideas 
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Community ideas in Tridion Docs 15.1
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www.rws.com


